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How to Get Your SocialKYC Credentials

Before you begin, you need a Sporran wallet and a DID. If you don’t already have these,
follow our quides to setting up Sporran and getting a DID.

We recommend closing all other tabs before you begin this process.

Open your Sporran and click “Show Credentials”
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http://www.kilt.io
https://kilt-protocol.org/files/How-to-Guide-Create-Sporran-Wallet.pdf
https://kilt-protocol.org/files/How-to-Guide-Get-Your-DID.pdf

Click “How To Get Credentials”
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View and manage your credentials
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This opens up the SocialKYC website.

socialKYC

decentralized identity attestation

S h a re your life,

not your personal data.

Your Identity, back in your hands!

Create your decentralized social credentials here. You decide who has access to your data and only the
validity of your credential is anchored on the blockchain.

SocialKYC does not store, share or sell any of your data. The service forgets about you after attesting
your identity.

First select your wallet | Spormran

Then authorize access to it

CONNECT TO WALLET

Click “CONNECT TO WALLET”

If you are using the website for the first time, you will be asked to authorize Social KYC
by clicking “Yes, allow this application access”.

socialKYC
decentralized identity attestation Authorize
An application called SocialKYC is requesting access from:
socialkyc.io

Your Identity, back in your hands!

Create your decentralized social credentials here. You decide who has access to your data and only the
validity of your credential is anchored on the blockchain.

SocialKYC does not store, share or sell any of your data. The service forgets about you after attesting
your identity.

Get verifiable credentials for your: Only approve this request if you trust the application.
Approving gives the application access to the addresses of
your Identities.

” >Twitter Account
g >Email Address
@ >Discord Account
@ >GitHub Account
@ >Twitch Account
° >Telegram Account

\' Yes, allow this application access )

Reject

Once authorized, you will be able to verify your email address, GitHub and various
social media accounts. New credentials are continuously being added to the SocialKYC
website. The process for verifying Twitter and email accounts is outlined in detail below
- follow the same process for other credentials.


https://socialkyc.io/

Verify your Twitter account

On the SocialKYC website, click on “Twitter Account”

Connected wallet: Sporran | DISCONNECT

socialKYC

decentralized identity attestation

S h a re your life,

not your personal data.

Your Identity, back in your hands!

Create your decentralized social credentials here. You decide who has access to your data and only the
validity of your credential is anchored on the blockchain.

SocialKYC does not store, share or sell any of your data. The service forgets about you after attesting
your identity.

Get verifiable credentials for your:

” >Twitter Account
G >Email Address
@ >Discord Account
@ >GitHub Account
@ >Twitch Account
° >Telegram Account

Enter your Twitter handle in the space provided.

Connected wallet: Sporran | DISCONNECT

socialKYC

decentralized identity attestation

DeCide who sees

o Twitter Account Attestation your private information.

Your Twitter handle

( @audesapere

Validity: one year (03/01/2024)

CONTINUE

< BACKTOLIST

Click “CONTINUE”

The SocialKYC website will then display a message for you to Tweet from your Twitter
account.



Connected wallet: Sporran | DISCONNECT

social KYC

decentralized identity attestation

DeCide who sees

@ Twitter Account Attestation your private information.

Attestation process:
Starting

To continue the attestation process, please Tweet the text below and then
return to this page. It may take SocialKYC a moment to complete the process.

Please tweet this message:

T use SocialKYC to represent my internet identity.
@social_kyc_tech 3308268080588025

GO TO TWITTER

Copy the message.
Click “GO TO TWITTER” and tweet the message from your Twitter account.
On the SocialKYC website, click “CONTINUE IN WALLET”

Connected wallet: Sporran | DISCONNECT

socialKYC

decentralized identity attestation

DeCide who sees

@ Twitter Account Attestation your private information.

Twitter handle: audesapere9

Validity: one year (20/12/2023)

CONTINUE IN WALLET

The Sporran extension will pop up. If you have more than one Sporran identity, choose
the identity for your credential.



”

Enter your password and click “Request Attestation

Connected wallet: Sporran | DISCONNECT

Terms of Attestation

Choose an Identity for your credential

g a I n control
over your digital identity.

My KILT Wallet
Credential Costs: 00000 @y

Twitter: audesapere9
Credential type:  Twitter
Attester: SocialKYC

d:

for the next 15 minutes.

Cancel
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The SocialKYC website will show the progress of creating your credential and inform
you when the credential is created (generally in less than a minute). Leave the tab open
while the credential is being created.

Connected wallet: Sporran | DISCONNECT

social KYC

decentralized identity attestation

Reg a i n control

@ Twitter Account Attestation over your digital identity.

Attestation process:
Anchoring credential on KILT blockchain

Please leave this tab open until your credential is attested.

Imprint Terms Privacy GitHub Support © 2022 BT.E. BOTLabs Trusted Entity GmbH BUILT ON KILT %

When the process is complete, SocialKYC will show that the credential is ready and

advise backing it up on your computer.



Click “SHOW CREDENTIAL IN WALLET”

Connected wallet: Sporran | DISCONNECT

socialKYC

decentralized identity attestation

Reg a i n control

@ Twitter Account Attestation over your digital identity.

Attestation process:
Credential is ready

We recommend that you back up your credential now.

SHOW CREDENTIAL IN WALLET

< BACK TO LIST
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This will show the “Back Up Credential” option in your Sporran.

Connected wallet: Sporran | DISCONNECT

Back Up Credential

g a i n control

over your digital identity.

Status
A

@ Twitter Account Attestation

Attestation process: Attester
SocialkyC

Credential is ready

) 0x9bOcBBbcBaBadcSeelccTb4d45d5cB4cha2362a5 732620208 df
We recommend that you back up your credential now. ba07dol4

SHOW CREDENTIAL IN WALLET

( Back Up Credential \/\

< BACK TO LIST

Since only you have the credential, no one can replace it if it is lost or deleted.
Therefore it is recommended to first download and save a backup of your
credential.

Click “Back Up Credential”
This will download a .json file to your computer.
Go to your download folder, save your file and store it safely.

That’s it!



To view your attested credential, open your Sporran wallet and click “Show
Credentials”.

Verify your email address

Go to the SocialKYC website

Click “Email Address”

Connected wallet: Sporran | DISCONNECT

entity attestation

S h a re your life,

not your personal data.

Your Identity, back in your hands!

Create your decentralized social credentials here. You decide who has access to your data and only the
validity of your credential is anchored on the blockchain.

SocialKYC does not store, share or sell any of your data. The service forgets about you after attesting
your identity.

Get verifiable credentials for your:

o >Twitter Account
9 >Email Address
@ >Discord Account
@ >GitHub Account
@ >Twitch Account
o >Telegram Account

Imprint Terms Privacy GitHub Support ©2022 BT.E. BOTLabs Trusted Entity GmbH suir ox KILT 3

Enter your email address in the field provided.
Click “SEND EMAIL”

Connected wallet: Sporran | DISCONNECT

socialKYC

decentralized identity attestation

Reg a i n control

9 Email Address Attestation over your digital identity.

Your email address
Validity: one year (03/01/2024)

SEND EMAIL

< BACKTOLIST



https://socialkyc.io/

This sends a message to your email address.

Connected wallet: Sporran | DISCONNECT

social KYC

decentralized identity attestation

Reg a i n control

@ el Address attestation over your digital identity.

Attestation process:
Email sent <J

Email sent to social@kilt.io. Please check your inbox and spam folder and click
the link.

< BACK TOLIST

Imprint Terms Privacy GitHub Support ©2022 8T, BOTLabs Trusted Entity GmbH suir on KILT 38

Go to your mailbox.

Click “CONFIRM EMAIL?

@ Email Address Attestation

Please confirm your email address by clicking on this link:
CONFIRM EMAIL

Congrats! You've just completed the first step to regaining control over your

digital identity.

Thanks,
The SocialKYC Team

The SocialkYC identity verification service is brought to you by BOTLabs GmbH, the entity that initially
developed KILT Protocol.




You will then be redirected to the SocialKYC website.

Click “CONNECT TO WALLET”

socialKYC

decentralized identity attestation

Almost there!

Please connect to your wallet again to see the status of the attestation process.
First select your wallet | Sporran

Then authorize access to it

CONNECT TO WALLET

Imprint Terms Privacy GitHub Support

Click “CONTINUE IN WALLET”

DeCide who sees

your private information.

©2022 BT, BOTLabs Trusted entity GmoH sunron KILT 3

The Sporran extension will pop up. Enter your password and click “Request Attestation”

social KYC

decentralized identity attestation

sion://djdnajgjcbjhhbdblkegbegodikkficl/po;

Terms of Attestation

Choose an Identity for your credential

&

KILT Chrome 1
Credential Costs: 0.0000 )

Email: social@kilt.io
Credential type:  Email
Attester: SocialkyC

15 minutes

Cancel ( Request Attestation )
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The SocialKYC website will show the progress of creating your credential and inform

you when the credential is created (generally in less than a minute). Leave the tab open

while the credential is being created.

@ Email Address Attestation

Attestation process:
Anchoring credential on KILT blockchain

Please |eave this tab open until your credential is attested.

Imprint Terms Privacy GitHub Support

Connected wallet: Sporran | DISCONNECT

socialKYC

decentralized identity attestation

DeCide who sees

your private information.

©2022 BT, BOTLabs Trusted entity GmoH sunron KILT 3

When the process is complete, click “SHOW CREDENTIAL IN WALLET”

@ Email Address Attestation

Attestation process:
Credential is ready

We recommend that you back up your credential now.

SHOW CREDENTIAL IN WALLET

< BACK TO LIST

Imprint Terms Privacy GitHub Support

Connected wallet: Sporran | DISCONNECT

socialKYC

decentralized identity attestation

DeCide who sees

your private information.

©2022 BT, BOTLabs Trusted entity GmoH sunron KILT 3
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This will open up the option “Back Up Credential” option.

extension://djdnajgjebjhhbdblkegbegodikkihel/po.

ntity attestation

g Email Address Attestation

Attestation process:
Credential is ready

We recommend that you back up your credential now. 0x54f89f5e48fBc7fdf737bdecd3125c99ac762ad3e 8bazefcOb0as8cbd
55bce4b

SHOW CREDENTIAL IN WALLET

\" Back Up Credential \,\

< BACKTOLIST

Since only you have the credential, no one can replace it if it is lost or deleted.
Therefore it is recommended to download and save a backup of your credential.
Follow the same process as outlined above with the Twitter credential.
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To view your attested credential, open your Sporran wallet and click “Show
Credentials”.

® &

Your Credentials

View and manage your credentials

< >

KILT Chrome 1
[ ]

+ Import Credential Check Status G

_redential name Status

Email 1 Attested

social@kilt.io

Technical details

Email SocialKyC

“redential hash
Ox54f89fse48f8cTfdf737bdecd3125¢c99ac762ad3e8bazefcOb0as8chbo
55bce4b




Create multiple credentials

If you want to confirm ownership of more than one email, Twitter account, etc., head to
the SocialKYC website.

Click “CONNECT TO WALLET”

socialKYC

decentralized identity attestation

Your Identity, back in your hands!

Create your decentralized social credentials here. Your personal data will be
anchored on the KILT blockchain and only you will decide who can access it.

SocialKYC does not store, share or sell any of your data. The service forgets about
you after attesting your identity.

Please authorize access to your wallet

CONNECT TO WALLET

S h a re your life,

not your personal data.

Choose the type of credential you want to create and follow the same process as above.

That’s it!
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https://socialkyc.io/
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